
 

 

 
 

      

 

 

 

Ten Tips for Avoiding HIPAA Violations in Social Media 

 

While physicians and health care providers consider social media as a viable means to better 

communicate with patients or to market their services, they must understand that there are particular 

practices that they must maintain, as to not violate HIPAA regulations .  

Recently, a physician was reprimanded and fined by state regulators for inadvertently 
identifying a patient through a Facebook post.  Social media platforms can be very effective tools, 
so here are some suggestions and guidelines to help avoid violating patient privacy. 

 Keep your personal and professional life separate, especially when it comes to the Internet. Set 

up different accounts for communicating with friends and family. Use different passwords to 

help differentiate the accounts, perhaps using a personal word for your personal accounts and a 

technical or work-related word for your public accounts. 

 Understand the nature of the beast: Social platforms were created to help people connect with 

one another, broadcast their ideas, and create stores of personal information online. Services 

like Facebook, Twitter, and YouTube were built for sharing, not for secrets. 

 Understand the platform you are using and how it works. Each social networking site provides 

ample ‘how to’ information to start any newbie off in the right direction. Spend the time to 

understand the symbols on Twitter, the ‘likes’ on Facebook and the ‘connect’ button on 

Linked-In.  Using the “@” symbol instead of a DM (Direct Message) on Twitter could have the 

wrong information getting into the wrong hands.  

Michael Fertik, CEO of Reputation.com, which helps people manage their online reputations, says 
the accidental exposure of messages that were meant to be private happens "millions of times a 
day." 

 Periodically check your privacy settings, preferably once a week, as they can change.  

 Never referring to a patient by name seems obvious, but be sure to not give out information that 

could identify the patient. In the case of the physician referenced above, the patient’s name was 

never used on Facebook, but in recounting some of her experiences in the hospital’s 

Emergency Room, enough detail was included about the patient’s injuries that a third party was 

able to identify the patient. 



 

 

 
 When referencing particular cases, conditions, and treatments, be as general as possible. Do not 

describe specific demographics or populations that can be identified. For example, instead of 

referencing an outbreak of head lice in the 5th grade class of a small parochial school just 

outside Denver, say grade school children, ages 10-11 outside a major city. 

 Never “friend” patients on Facebook. Dr. Katherine Chretian, who authored a JAMA study on 

Facebook-medicine intersection, says that having a dual relationship with a patient that is 

financial, social, or personal can lead to serious ethical issues that can impair professional 

judgment. According to Dr. Chretian, the mere existence of a patient-physician relationship 

(e.g., having others suspect a Facebook friend is a patient) could be a violation of HIPAA. In 

addition to being an ethical breach, violations of HIPPA can result in fines up to $250,000 

and/or imprisonment. 

 Never post anything that you would be uncomfortable reading re-printed in the newspaper. This 

can be a helpful test to take before you hit the send button. 

 Take time for thought before posting a blog or sending a tweet. After composing your thoughts 

or responses, save them as a draft and then read them later before posting. Often emails or 

tweets that are an immediate response lack thought and reflection. Remember, once you hit the 

send button, it’s a permanent record that cannot be retracted. 

 Be careful about your tone. Emails can’t convey a smile or a caring look, and written words can 

easily be misconstrued. “I’ll get back to you later,” may be interpreted by a patient as being an 

unimportant question or concern to you, while your intention may be to say their concern is of 

great importance to you, you will be doing some further research and consulting, you want to 

give it your full attention at a later time, and you want to assure them you will be getting back 

to them.  

While social media offers tremendous opportunities for personal and timely communication, the ease 

with which we accept and utilize this new medium must be tempered with caution for protecting the 

privacy and trust we expect and which the law legislates. 

 

 

About the Author 

 

Todd McDonagh is the Chief Operating Officer at MedSafe/Total Compliance Solutions, a healthcare 

compliance company. Working for MedSafe brings Todd back to his roots in the healthcare industry.  

He started his career as a Nursing Home Administrator for Sun Healthcare Group.  Before coming full 

circle, he was the Managing Director at The Mad Dog Group, a boutique Internet marketing and social 

media consultancy and the Vice President of Operations for HomePortfolio, Inc, an online product 

library for the home design industry.  He is an Adjunct Professor of Management at the Girard School 

of Business at Merrimack College. He has his MBA in Healthcare Management from the University of 

Connecticut.   

 
 


